BakaHcus: Beaywmn nHxeHep no ACYI (CucteMHbIN agMUHUCTpaATOp) oTAena
MHcpopMaLMOHHO TexHUUYeckoro obecneveHuss Prey «<HUM rpunna nm. A A.
CmopoauHueBa» MuHsgpasa Poccuu

MNoxenaHua kK KaHguaaTam:

e Cneumanuct B cBOer 06nacTu, CNOCOBHbIN CaMOCTOSATENbHO BbICTPOUTL paboTy
aAMWHUCTPUPOBAHNIO CETU UHCTUTYTA

e [loaTBepXaeHHbIN onbIT B 06nacTtu IT, ysepeHHble 3HaHUS B NpeaMeTHoOM obnacTtu

e YMeHue apdeKTMBHO BbiCTpanBaTtb paboTy mexay coTpygHukammn otaena UT n cotpyaHmukamm
Apyrux nogpasgeneHui

e YMeHMue rpamoTHO mM3naraTb CBOM MbICIIN B YCTHOW Y MUCbMEHHON hopme

e VimeTb onbIT paboTbl B y4YpEXAEHMSAX FOCCEKTOPA

e  3HaHMe aHIMUNCKOro s3blka Ha YPOBHE YTEHUSA TEXHUYECKOW JOKYMEHTaLnm

0O6s3aHHOCTMU:

e O6cnyxmBaHue (aQMUHUCTPUPOBAHNE) MPEUMYLLLECTBEHHO CEPBEPHBIX CUCTEM (
Windows server, Linux server). [lnarHocTvka 1 ycTpaHeHue HemcrnpaBHOCTEN.

e AamwunuctpupoBanue 1C MNpeanpustue: AommnHuctpuposaHue cepepa 1C, obHoBneHne
KOH(urypaumm, agMnMHncTpmpoBaHue SQL cepeepa

e Paborta c AD: gobaBneHve nonb3oBaTenen 1 rpynmn, co3gaHme rpynnoBbIX NOMAUTUK,
pasrpaHuyeHve npas

e PernameHTHble paboTbl (06HOBREHUE 1O, KOHTPOMb COCTOSIHUSI CUCTEM).

e YcTaHoOBKa npaB AOCTyNa ¥ KOHTPOIb MCNOMNb30BaHUS CETEBbLIX PECYPCOB.

e (ObGecneyeHne CBOEBPEMEHHOIO KONMUPOBAaHWS, apXMBUPOBaHMS 1 pe3epBUPOBaHNS OaHHbIX.

e BoccraHoBneHne paboTocnocoOHOCTH NoKanbHOM ceTy Npy cOOAX UK BbIXOAE U3 CTPOS
ceTeBOro obopyaoBaHus.

e MoHUTOPWHT ceTu, pa3paboTka NPeanIoKEeHNN N0 Pa3BUTUIO MHPACTPYKTYPbI CETU

e ObecneyeHune ceTeBon BesonacHOCTH (3awwmTa OT HECAHKLMOHUPOBAHHOMO AOCTYyNa K
NHdopMaLMK, NPOCMOTP UM N3MEHEHME CUCTEMHBIX (DalifoB 1 AaHHbIX), 6e30nacHoOCTb
MEXCeTEeBOro B3aMMOLENCTBUS.

e  OcyLlecTBneHne aHTUBUPYCHOW 3aLLMTbl TOKaribHOW BbIYUCIIUTENBHOW CETU, CEPBEPOB U
paboumx CTaHUMN.

e O6cnyxumBanue JIBC: Hactponka ceteBoro obopynoBanus D-Link, Mikrotik, Cisco; PaboTa co
cnaboToYHbIMK ceTAMM (NPOKNaaka u NOAroToBKa kabens)

e O6cnyxmBaHue nepudepunHoro odbopygoBaHus: CeTeBble, NoKanbHble MPUHTEPLI 1 MOY,
ckaHepbl, ckaHepbl LK, Be6 kamephbl, npoeKkTopbl, MUKPOOHbI, |IP TenedoHus.

e Hactpowika pabo4ymx mect ans pabotsl ¢ UM 1 rocygapcTBeHHbIMUY Nowagkamm
e Menkuii peMOHT KOMMbIOTEPOB, anrpens, cbopka 13 KOMIAEKTYLWNX
e [lpoBeaeHne BKC: koopanHaums y4acTHMKOB, HAcTpovika 060pyaoBaHMs, 3anMcb MeponpuaTms
e PaspaboTka OOKyMeHTauuu (pernameHTbl, CXeMbl, UHCTPYKLN)
TpeboBaHus:

e  OnbIT paboTbl B 061aCTV MHHPOPMALMOHHbBIX TEXHOMOMMIN HE MeHee 3-X neT

e Brbiclee npodeccrmoHansHoe obpasoBaHue, XenaTenbHO HanmymMe NoATBEPKAEHUS
npodeccuoHarnbHON nepenoaroToBsku B cdepe IT

e [lpakTuyeckune HaBblkv agMuHucTpupoBaHusa Windows Server (AD, DNS, DHCP, GPO), a Takxe
cepBepoB Ha 6ase Linux (B TOM Yncre OTe4YeCTBEHHbIE BEPCUM)

e OnbIT paboTbl C aKTUBHLIM ceTeBbIM 06opynoBaHMeMm (B T.4. Eltex, Cisco, MikroTik, D-Link)

e basoBble 3HaHWs No npoTokonam u TexHonoruam (TCP/IP, Ethernet, WiFi, VLAN, 802.1x, VRRP,
NAT, Proxy, Firewall, DNS, DHCP, LACP, STP, VPN)

e  3HaHMSA NPUMHLMMOB MapLupyTM3aumum ceTeBoro Tpaduka

e  OnbIT paboTbl ¢ no4ToBbLIMU cepBepamu (SMTP, POP, IMAP, DKIM, SPF, DMARC, TLS/SSL)

e OnbIT paboTbl ¢ puUsnveckMmMm cepBepHbiM, ceTeBbiM 06opyaoaHuem n CX[; (Dell, Supermicro,
Synology, Depo)

e  3HaHusa B obnacTtun nHhopmMaumoHHon 6e3onacHocTu (LleHTpann3oBaHHOE ynpaBreHve
aHTuBMpYcHbIM MO, HacTporika MexXceTeBbIX 3KpaHOB)



3HaHve cucteM BUpTyanu3aumm u nnatgopMbl KOHTEHepu3aunn Docker

OnbIT HACTPONKM 1 NOAAEPKaHNS paboTbl CUCTEM PE3EPBHOIO KONMUPOBaHKS

OnbIT HacTponku n obenyxusaHus Tenedonun (VolP, E1, Asterisk FreePBX, dakc)

OnbIT paboTtbl ¢ nepudepunHbiM ceTeBbiM 1 IT obopyaoBaHmem (UPS, ckaHepbl LUTPUXKOAOB,

NPUHTEPbI STUKETOK 1 Ap.)

OnbIT ONMarHoCTUKM KOMMbIOTEPHBIX CETEN U YCTPaHEHNE HENCNPABHOCTEN

e HaBbikn moHTaxka CKC 1 npounx cnaboTovHbIX CUCTEM, @ Takke onbIT paboTsl ¢
ONTOBOMOKOHHBIMU CETSMM

e  OnbIT HacTpoikn paboumx cTaHumi Ha 6ase MS Windows, a Takke cepBepoB Ha 6ase Linux (B
TOM YKCre OTeYECTBEHHbIE BEPCUN)

e  OnbIT ANarHOCTVKN HENCNPABHOCTEN U paboTbl C KOMMBITEPHBIMY KOMMAMEKTYIOLLMMU

e OnbIT pabotbl B 1C: 3YT1, JokymeHToobopoT, 1C MeguunHa, 1C Anteka, 1C Butpuke

e HaBblkn NpoBeaEHNs OYHbIX U OHMNAH-MeponpusaTui (paboTta ¢ NPOEKUNOHHBIM 1 ayano
o6opyaoBaHMEM, a Takke C KaMepamm)

e  OnbIT pa3paboTky TEXHNYECKOW AOKYMEHTaLMn

YcnoBus

e  Odpopmnenne no TK PO, odmnumanbHas 3apaboTHasa nnarta, cuctema npemMmpoBaHms

e [loBblweHNe kBanudukaumnm n obydeHmne, npodunbHbIE Kypechl 3a cHeT paboTtogaTens

e  OTnnyHble ycrnoBus Tpyaa, oduc B LieHTpe ropoda: 5 MuHyT oT cT. M. [eTporpaackas

e Y0oGHbI rpaduk pabotsl ¢ 9:00 oo 17:15, 5/2

e ExerogHbii oTnyck (28 + 7) kKaneHgapHbIX gHen

e CoOGCTBEHHbIE BEMO U aBTONAPKOBKM HA OXPaHSEMON TEPPUTOPUN

e [Ing nuy cTapLue Npu3biBHOro BO3pacta NpeaycMoTpeHa OTCpoYKa OT Npu3biBa HA BOEHHYHO
cnyx0y no mobunmnsaumm 1 B BOEHHOE BPEMSI.

3apa601Haﬂ nnarta OﬁCY)K,CI,aeTCﬂ no uToram co6ecegoBaHuA U HauMHaeTcs oT 80 T.p.

Pestome BbicbInatb: HR@influenza.spb.ru



